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* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3. In the drawings, any words are not translated, 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the home network gateway unit (henceforth a gateway 
unit) and home network device which make house keeping and operator guidance possible from the 
computer terminal on wide area networks, such as the Internet, to the electronic equipment (henceforth a 
home network device) connected to the network in ** (henceforth a home network). 
[0002] 

[Description of the Prior Art] The technique to which it is supposed that a domestic device is connected 
to a network and the control is performed by the WWW (World Wide Web) browser is indicated by for 
example, the Japanese-Patent- Application-No. No. 191463 [ ten to ] official report. 
[0003] 

[Problem(s) to be Solved by the Invention] However, with a technique given in an above-mentioned 
official report, the terminal which has a WWW browser function is limited and installed in a home 
network, and accessing a home network from wide area networks, such as the Internet, is not taken into 
consideration. 

[0004] Therefore, there is no function to check the actual connection situation of devices, such as a 
function required at the time of the actuation from remoteness, for example, the connection situation of 
the device which cannot be checked by the eye, i.e., withdrawal, and establishment, in the above- 
mentioned conventional technique. 

[0005] Moreover, since it is necessary to equip all the devices used as a controlled system with WWW 
server ability, and it leads to the cost rise of a device and the network address of a domestic device is 
also assigned fixed, there is also un-arranging [ that the setting-operation of a certain connection 
situation is needed ] with migration of a device, withdrawal, establishment, and extension. 
[0006] This invention aims at making it possible to operate a device by remote control through wide 
area networks and home networks, such as the Internet, while it manages intensively the information on 
the home network device in a home network, without being made based on the above examination 
results and applying trouble to the user of a device, 
[0007] 

[Means for Solving the Problem] In this invention, it collects automatically, and a home network 
gateway unit matches the information on the electronic equipment in ** (the information for controlling 
the information and the device for screen formation at least is included) with each device, and 
accumulates it. And if there is access from the device which carried the WWW browser on other 
networks, required information will be sent out and the homepage about each device in ** will be 
displayed on a display. Moreover, if a user clicks on the predetermined icon on a homepage, a gateway 
unit will send out the control information corresponding to the icon to a device, and it will operate a 
device as the user directed. 

[0008] What is necessary is to perform access from the outside only to a gateway unit, since a gateway 
unit functions as a home server. Other home devices do not need to carry a server function and become 
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advantageous also in respect of cost. 

[0009] Moreover, if a device is connected to a network, in order for a gateway unit to suck up and 
accumulate the information on the device (the information for screen formation and the information for 
control are included) (that is, the plug-and-play function is supported), a user does not need to set up 
device information. 
[0010] 

[Embodiment of the Invention] In the 1st mode of the home network gateway unit of this invention, if a 
device is connected to a home network, while sucking up and accumulating the identification 
information, the information for screen creation, and device actuation information which are.outputted 
from the device, the information on the complete aircraft machine connected to said home network is 
carried in the form of a chart menu on the containing WWW server. 

[001 1] Thereby, with the chart of a homepage, while a home network device is intensively manageable, 
remote operation of the home network device through a homepage also becomes possible. 
[0012] Moreover, in the 2nd mode of a home network gateway unit, in the 1st mode, when connection 
with the home network of said device was canceled, the information on the device was deleted from said 
chart menu. 

[0013] By this, not only detection of the connection/connection release to the network of a home device 
but the addition/deletion to the chart of the management information by the homepage of the device can 
be automatically performed now, and it can build a new plug-and-play system. 

[0014] Moreover, in the 3rd mode of the home network gateway unit of this invention, in the 1st or 2nd 
mode, if the operator guidance of tiie device through said chart menu occurs from the equipment which 
carried the WWW browser on networks on said home network or other than a home network, based on 
said device actuation information, control information will be distributed to said device and actuation as 
said operator guidance will be performed. 

[0015] Thereby, a home network device can be operated now by remote control through a homepage. 
[0016] moreover, in the 4th mode of the home network gateway unit of this invention If a device is 
connected to a home network, while sucking up the address information of the identification information 
and the server for download which are outputted from the device While accessing the server for 
download based on said address information and downloading and accumulating the information for 
screen creation and device actuation information about said device It was made to carry the information 
on the complete aircraft machine connected to said home network in the form of a chart menu on the 
containing WWW server. 

[0017] Even if it is after installation of a device by adopting the method which downloads device 
information from the server for download, there is a merit that the control program of die device can be 
changed now if needed. 

[0018] Moreover, in the 5tii mode of a home network gateway unit, discharge of connection with the 
home network of a device realizes plug and play also about unitary management of device information 
by deleting the information on the device from a chart menu in the 4tii mode. 
[0019] In tiie 6th mode of a home network gateway unit, in the 4th or 5th mode, when the operator 
guidance of the device through said chart menu occurred from the equipment which carried the WWW 
browser on networks on said home network or other than a home network, based on said device 
actuation information, it was made moreover, for control information to be distributed to said device and 
to perform actuation as said operator guidance. 

[0020] Thereby, remote operation of the home device through a homepage is attained. 
[0021] Moreover, one mode of the home network device of this invention has a means perform actuation 
as directed in response to tiie directions from tiie equipment on other networks inputted as a means or or 
notify [ by which self-equipment connected with the home network to tiie home network gateway unit ] 
whether separation was carried out, and a means output the identification information, the information 
for screen formation, and the device actuation information on self-equipment to said home network 
gateway unit, via said home network gateway unit. 

[0022] Unitary management of a device by the home network gateway unit can be easily performed now 
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by turning and outputting the information on the self-equipment accumulated beforehand to a gateway 
unit at the time of connection with a network. Moreover, the remote operation through a home network 
gateway unit of a device is attained, 

[0023] Moreover, in the 1st mode of the management method of the network device of this invention, 
while managing the information on the home network device connected to the home network unitary 
with a WWW server's chart menu which a home network gateway unit builds in, new connection / 
connection release of a home network device are detected, and said chart menu is updated at any time. 
Moreover, said network device is controllable by the 2nd mode according to an individual from other 
equipments on networks other than said home network through said chart menu. 
[0024] Thereby, management of a home network device is easy-ized. Moreover, remote operation of a 
home network device is attained using networks, such as the Internet, 

[0025] Next, the gestalt of operation of this invention is concretely explained with reference to a 
drawing. 

[0026] Drawing 1 is the block diagram showing the whole system configuration for operating a home 
network device from the terminal on the Internet, 

[0027] Through the serial buses (henceforth an IEEE1394 bus) 36a, 36b, and 36c based on IEEE1394 
specification in the residence (a single house and an apartment are not asked) 10, a home network 
system connects each device and is constituted so that it may be illustrated, 

[0028] In drawing 1 , the electronic equipment connected to a home network is a computer terminal 
(WWW browser 22 is built in) 20, a video camera 24, and a lamp (electric light) 34, If a video camera is 
taken for an example, the IEEE1394 controller 26, the appliance control section 28, the HTML 
description for screen formation and the device information table 30 which stores the CGI script for 
appliance control, and the hardware 32 and ** by which actuation is controlled by the appliance control 
section 28 are prepared in the interior. 

[0029] Moreover, the home network gateway unit 12 is equipment with the informational distribution 
function in which the network was led (that is, it has a function as a home server) while managing the 
information on each device unitary. 

[0030] This home network gateway unit 12 has the communication-interface section (an interface with 
the Internet and an interface with an IEEE1394 bus are included) 14, the WWW server 16 which has the 
function which distributes required information while managing the information on each device unitary, 
and the control section 18 which controls actuation of each part in generalization. 
[003 1] If the information accumulated in the device information table 30 is sent out from each device 
while detecting this and recognizing that Node ID and unique ED (after-mentioned), if a device is 
connected to a home network, this home network gateway unit 12 will suck this up, will associate and 
set it to unique ID of a device, and will be accumulated in the WWW server 16. 

[0032] Moreover, this home network gateway unit 12 is always connected to the network 38 through the 
communication lines 38, such as ISDN and CATV. 

[0033] On the other hand, computer terminals 41 and 47 are connected to the wide area networks 40, 
such as the Internet. Each terminal can possess WWW browsers 43 and 49, and can display a homepage 
on displays 45 and 5 1 . A gateway unit 12 is accessed through the communication lines 38, such as a 
wide area network 40, ISDN, and CATV, the initial entry of the device in a home network is 
investigated, and each terminals 41 and 47 can operate each device by remote control according to an 
individual. 

[0034] Moreover, the server 42 for download on the wide area network of drawing 1 is a server which is 
accumulating the actuation information for controlling a home network device at least. 
[0035] when using this download server 42, the address (URL) on the Internet of the server for 
download (address information which shows further the field where the device information in that server 
exists if needed) is made to memorize in the device information table 30 of each home network device ~ 
being sufficient . 

[0036] That is, in this case, if a device is connected to a home network, each device sends out address 
information, a gateway unit 12 will suck this up, and will access the predetermined address of the server 
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for download, and will download required information, 

[0037] Drawing 2 is drawing for explaining the more concrete function and connection relation between 
a home network gateway unit and a home network device (henceforth a home device). 
[0038] As drawing 1 explained, a wide area network is the Internet and the home network consists of 
IEEE1394 serial buses. Although a gateway unit 12 relays a wide area network and a home network, it is 
equipped with the functions (static routing, RIP (Routing Information Protocol), etc.) of IP (Internet 
Protocol) router, and the function of a WWW server. 

[0039] A gateway unit 12 is always connected with the Internet by IP address" 133.1 85. nnn.l(nnn is 0- 
255)", one is connected with the device which is IP over 1394 protocol and has IP addresses, such as a 
computer terminal, by the IEEE 13 94 serial bus side on IP level, and the connection of IEEE 13 94 of a 
home device and non-IP level whose another does not have an IP address is made. 
[0040] The BP address of the home device in a home network is automatically assigned by the DHCP 
(Dynamic Host Configuration Protocol) function which a gateway unit 12 has. In the case of drav^ng 2 , 
"192.168.10.1" is assigned to agateway unit 12 and "192.168.10.2" is assigned to the computer terminal 
20. 

[0041] Moreover, as the IEEE 13 94 address, the address of a proper called EUI-64 (64 bit of Extended 
Unique Identifier, an alias name Global Unique ID) is assigned. This EUI-64 (mainly henceforth unique 
ID) is the ID number of a proper, and becomes each device from the 64-bit data containing a 
manufacture name or a serial number. 

[0042] Unique ID of a gateway unit 12 is OXOOOOEB0000000009, unique ID of a lamp 34 is 
OXOOcOSFOOOOOOOOOB, unique ID of a camera 24 is 0X00E05C000000000C, and unique ID of a 
computer terminal 20 is OX008045000000000A so that it may be illustrated. In addition, it is shown that 
OX given to the beginning of an above-mentioned figure is a hexadecimal notation (also in the following 
specifications, it is the same). 

[0043] Since it has WWW server ability, a gateway unit 12 is URL (Uniform Resource 

Locator), //www.homel 2345.shiroi.chiba.jp/It carries out and is accessed from the WWW browser of 

the computer terminal on other networks. 

[0044] In addition, as drawing 1 explained, on the Internet 40, the program for actuation of each home 
device is accumulated, and at least one WWW server 42 for download which permits download on 
certain conditions exists. 

[0045] Drawing 3 is the block diagram showing the concrete configuration of the system for controlling 
a home network device from the outside. 

[0046] In a gateway unit 12, CPU50 controls the whole equipment. That is, CPU50 is equivalent to the 
control section 18 of drawing 1 . Moreover, ROM54, RAM52, the IEEE1394 controller 58, die WAN 
control section 56, and the auxiliary storage unit 57 are connected through the intemal bus 59 to CPU50. 

[0047] The program performed by CPU50 is stored in ROM54. Moreover, RAM52 is used as a storage 
region for the working area of a program, the temporary storage of the data transmitted and received 
between external devices, etc. 

[0048] An auxiliary storage unit 57 consists of hard disks etc., and is used for preservation, such as data 
for WWW servers. That is, it is used as information area which accumulates the device information 
sucked up from the home device. A mapping table 60, and the HTML description 64 and the CGI script 
66 are accumulated in this information area. 

[0049] A mapping table 60 is a table which matches and manages Node ID and unique ED of a home 
device. The HTML description 64 is the information for creating the screen of a homepage, and the CGI 
script 66 is a program for controlling a home device (actuation). 

[0050] The WAN control section 56 is tiie interface of ISDN or CATV, and data are the Internet and 
always transmitted [ moreover, ] and received by connection. 

[0051] The IEEE1394 controller 58 offers the interface of an IEEE1394 serial bus, and performs 
transmission and reception of the home devices 24 and 34 and data on a bus. The WAN control section 
56 and the IEEE1394 controller 58 are equivalent to the interface section 14 of drawing 1 . 
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[0052] The IEEE1394 controller 58 will detect this, if a home device is connected to an BEEE bus and 
bus reset is outputted. This detection serves as a cause (opportunity) of the plug and play of reading 
Node ED, sucking up the device information outputted from the newly connected home device, and 
accumulating in an auxiliary storage unit 57 in the form of predetermined performed after that. The 
rEEE1394 controller 58 possesses 1394LINK (reference mark 61) and 1394PHY (reference mark 63) so 
that it may be illustrated. 1394LINK(s) and 1394PHY perform communications control of the LINK 
layer of a communications protocol, and the physical layer, and have the same function as what is 
defined by general IEEE1394 specification, respectively. The IEEE1394 controller 58 detects 
interruption generated when insertion of a device and insert and remove occur, and at this time, grasps 
the node ID of a device etc., publishes an ejection demand of device information to that device, and 
performs actuation which reads the device information accumulated into the device information table. 
[0053] the device which rEEE1394 specification differs from SCSI specification greatly in the point 
which is supporting the plug-and-play (hot swapping) function, and assigns ID automatically even when 
additional connection of the device is made working, the time of starting, and - ****-- it is. That is, if a 
device is connected to a network, bus reset will go into effect, and swing direct [ of all the information 
on the device connected to the network ] is carried out from the beginning. 

[0054] With the gestalt of this operation, while paying one's attention to the function of original plug 
and play which an IEEE1394 controller has, the function is strengthened and plug and play is realized 
also with the information for every device for the monitor of the device through a WWW browser, or 
remote operation. 

[0055] The Research and Data Processing Department 16 in the gateway unit 12 of drawing 3 which 
shows drawing 1 by CPU50, the auxiUary storage unit 57, and the IEEE1394 controller 58 will be built. 
[0056] Next, the configuration of the video camera 24 with which the fianction corresponding to 
IEEE 13 94 shown in the right-hand side of drawing 3 was added is explained. 
[0057] CPU70 controls the whole equipment to be illustrated. And ROM80 (the device information 
table 30 is provided), RAM74, the IEEE1394 controller 26, and the appliance control section 28 (a 
decoder 77 is provided) are connected through an internal bus 73 to CPU70, 

[0058] ROM80 accumulates the program performed by CPU70, the device information transmitted to a 
gateway unit 12. This device information is the information containing HTML (Hyper Text Markup 
Language) description and a CGI (Common Gateway Interface) script, and such information is 
accumulated as a device information table 30. 

[0059] Moreover, RAM74 is used for the storage area for the activity area of a program, an external 
device, the temporary storage of the data transmitted and received, etc. 

[0060] Moreover, the IEEE1394 controller 26 offers the interface of an IEEE1394 serial bus, and 
performs transmission and reception of other devices and data on a bus. 

[0061] Moreover, the decoder 77 carried in the appliance control section 28 decodes the semantics of the 
data which a gateway unit 12 writes in a specific address space, and judges what kind of actuation is 
directed. The appliance control section 28 controls actuation of hardware 32 according to the directions. 
In addition, although drawing 3 does not show, it has a configuration with the same said of the lamp 
(electric light)^3j4^which supports the function based on IEEE1394. 

[0062]'As shown by^arrow-headJllof t he continuous j ineofth[ck black among drawing 3 , in case a 
device is connected td a home network, the information accumulpl^ is 
transmitted to a gateway unit 12,„and is accumulated iniheaux^^ in a gateway ujiit 12 

in the form of predetermined.^ -^-^ 

[0063] ^Thus^theXGrscfipt 66"whichis the informati^ 60 showing the— ^ 

correspondence relation:between the^node^® each device and uniqiae DD^the HTML descriptipn 64 
whicH~islhe^infoimation for the screen formatipnjor^eve^ deyice, and actuationand controFofa" device 
is accumulated-in a gateway unit42,.and will be in the^hclitioirof waiting for access_from.an external 
network by this. — — _ — 

[0064] In addition, in downloading the information on each device from the server 42 for download, it 
stores in the device information table 79 of each device URL (address information which shows the field 
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where the device information in the server exists if needed) of the server for download (when using the 
root of arrow-head ** of the void in drawing 3 ). If a device is connected to a home network, URL 
information (further address information) will be sucked up from the device, the device information 
table 44 in the server 42 for download will be accessed, and the HTML information about the device and 
the information containing a CGI script will be downloaded. By adopting the method which downloads 
device information from the server for download, even if it is after installation of a device, the control 
program of the device can be changed if needed. 

[0065] Drawing 4 (a) and (b) show the example of the screen displayed on the display (reference marks 
45 and 51 of drawing 1 ) of the computer terminal, respectively, when a user operates a device by 
remote control. 

[0066] As shown in drawing 4 (a), the chart of the device connected to the home network is shown by 
the initial screen. Here, a user's click of the line of "LAMP" shows the actuation screen about a lamp as 
shown in the left-hand side of drawing 4 (b). If a user clicks the carbon button 90 which directs ON of a 
lamp, while actuation which turns on a lamp by remote operation will be performed, it shifts to a menu 
screen as shown in the right-hand side of drawing 4 (b). 

[0067] And if the carbon button 92 which directs OFF of a lamp is clicked, while actuation which 
switches off a lamp by remote operation will be performed, it returns to a menu screen as shown in the 
left-hand side of drawing 4 (b). 

[0068] Next, the data format of the addressing to an address space and device information for making a 
device operate by remote control through a WWW browser is explained concretely. 
[0069] The configuration of the address space in the system which used 1EEE1394 bus for drawing 5 is 
shown. By IEEE1394 bus, it is not that of "sending data through an I/O interface" to send data to each 
equipment, and it has the architecture which is recognized "To write data in the mapped predetermined 
address space." Therefore, actuation called a transfer of the data in the gestalt of this operation or control 
information is recognized as the light/a lead of the data to a predetermined address space. 
[0070] Drawing 5 shows the address space inside a device. The device information (device information 
table 30 of drawing 1 ) which each device holds is accumulated in the free area (for example, field after 
the offset value of No. 3000) of register space (reference mark 98 of drawing 5 ). The register space 98 
is a field used for information interchange between devices. In order to make the free area of this 
register space into the storing location of device information, the information on each device can be 
exchanged using the general function of IEEE1394, and it is not necessary to prepare a special storing 
location. In addition, among drawing, a reference mark 94 is "room" and a reference mark 96 is a freely 
usable field to access which is called "private space" and which was closed within the device. 
[0071] All the home network devices in this invention are standardized by IEEE1394 address mapping. 
[0072] Drawing 6 is drawing which was mapped by the address space of IEEE1394 and in which 
showing an example of the data format of device information (what is accumulated in the device 
information table 30 of drawing 1 including the information for screen formation, and the information 
for remote operation). 

[0073] "Offset" in drawing shows the relative position on the basis of OXFFFFFOOOOOOO, and the 48-bit 
field except the IEEE1394 address to the bus ID and Node ED of 64-bit width of face is the object of the 
mark by offset. 

[0074] The information for screen formation is described by HTML (field of the reference mark 106 in 
drawing 6 ). A CGI script (reference mark 112 in drawing 6 ) is the information for remote operation of 
a device. 

[0075] As shown in drawing 6 , 8 bytes from offset 0X3000 are character string "CGIReady" (reference 
mark 100). 16 bytes from offset 0X3008 are data in which the file name attached to HTML description 
(reference mark 106) is shown. Data size is 16 bytes of fixed length. All the bits of this part serve as a 
mark of termination that more than this and a file do not exist, when a value is "1." 4 bytes from offset 
0X3018 of data size (byte count) of the HTML description file 106 is shown. 
[0076] Hereafter, the same structure is repeated. That is, they are the field 108 which shows the file 
name of the CGI script 1 12, the field 1 10 which shows the file size, the field 1 12 where CGI script was 
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described, and the file name field (field of all ones) 1 14 which shows that there are no subsequent files 
after it. Such a file structure is hereafter called "CGIReady structure." 

[0077] The above file structure is the structure in the case of having the information on HTML 
description or a CGI script in ROM of self-equipment, the ** which has neither HTML description nor a 
CGI script in self-equipment (each home network device) - such [ the server for download ] information 

when it is, only the file of "WWWReady structure" as shown in drawing 7 is accumulated in 
the device. 

[0078] the data (reference mark 126) in which the data (reference mark 122) which this file shows the 
alphabetic character (reference mark 120) of "WWWReady" and the size of URL, URL (reference mark 
124) of the server for download, and the size of a password are shown so that it may be illustrated, and a 
password (reference mark 128) ~ since ~ it becomes. A password is formed for preventing unjust access 
to the server for download. 

[0079] Thus, since the control program for home devices is written in the CGI script described in HTML 
description and interpreter language like Perl, it has the advantage of not choosing CPU or OS 
(Operating System) in a gateway unit. 

[0080] Moreover, since the hardware control of a home network device is designed so that the read/write 
to the specific address of the register space of the IEEE1394 address may perform, it is easily realizable 
in the CGI script which operates by the gateway unit. 

[0081] Next, the actuation which a gateway unit performs after a home device is connected to an 
IEEE1394 serial bus (from a bus to or separation) before becoming operational by the WWW browser is 
explained using drawing 8 . 

[0082] If a home device (for example, lamp with an IEEE1394 function) is connected to an IEEE1394 
serial bus and bus reset goes into effect, a gateway unit 12 will detect this (step 130), will investigate a 
SelflD packet, and will obtain the node ED of all the nodes on the IEEE1394 serial bus (step 131). 
[0083] Next, it investigates whether "CGIReady structure" (or "WWWReady structure") is included in 
the device information sucked up from each device about each node (step 132,133,134). In being 
"CGIReady structure" (or "WWWReady structure"), unique ID (EUI-64) of the node is read (step 138), 
and it updates the files (home device directory in the WWW server 16 of drawing 1 etc.) on a mapping 
table (reference mark 60 of drawing 3 ), and the WWW server of a gateway unit 12 as follows. 
[0084] When it is new unique ID as a result of the judgment in step 139 (i.e., when a home device is 
newly connected), the group of the unique ID and Node ID is added to a mapping table (conversion 
table) (step 141). 

[0085] The example of the addition to a conversion table is shown in drawing 9 (a) and (b). Drawing 9 
(a) shows the correspondence relation between the node ID before a device is added, and unique ID. A 
device is newly added, bus reset occurs and swing repair of Node ID is made. Consequently, unique ID 
of the device newly added to node"00" will correspond, and unique ID of the existing device will 
correspond to node"01." 

[0086] A gateway unit 12 creates a subdirectory (an example dOOcOSFOOOOOOOOOB) including the same 
identifier as the value of the unique ID after such renewal of a conversion table under the document root 
directory (an example /usr/local/www/) of HTTPD (HTTP demon) of WWW server ability (refer to step 
142 and drawing 10 ). This directory is called home device directory. And various kinds of information 
that the following actuation is performed and is shown in the created home device directory at drawin g 
10 is added. 

[0087] That is, it is a file name about the file which has the value of the corresponding node ID as 
contents. It creates by "nodelD" (step 143), and fiirther, in the case of "CGIReady structure", the file 
name in (step 144) and its structure and the group of HTML (or CGI script) are read, and it creates a file 
which becomes the file name and contents (HTML or CGI script) in a home device directory. This is 
performed about all file names and HTML (or CGI script) within "CGIReady structure" (step 146). 
[0088] In the case of "WWWReady structure", the file which exists in all the addresses of the 
specification filed or specified on the directory of the WWW server shown by URL in the structure is 
copied to a home device directory (step 145). In the user authentication in the case of a copy, chip_ID is 
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used as a password in "WWWReady structure", for example. 
[0089] Next, configurationROM field of an IEEE1394 address space Unit_Directory 
Unit_Dependent_Info Inside, Textual_Descriptor The equipment manufacturer name and 
Bus_Dependent_Info which are shown The device name shown is read (step 147). About the HTML 
description line which was combined with the value of chip_ID in unique ID (40 bits) and which 
specifies the equipment, as shown in drawing 12 , it is in a document root directory, index.html It adds 
into a file (step 148). 

[0090] In addition, in step 139, when it is unique ID which already exists (i.e., when it is the home 
device connected from the former), only the item of Node ED and the node ED of the conversion table of 
unique ID is updated to the value of the new node ID, and the contents of the nodelD file in the home 
device directory corresponding to the home device are rewritten to the value of the new node ID (step 
140). 

[0091] Moreover, in step 132, as a result of investigating all the nodes ID, when unique ID besides the 
object of processing exists in the conversion table (mapping table) of node ID / unique ID, it is judged as 
that by which the home device with the value of the unique ID was separated from the IEEE1394 serial 
bus (step 135). And **** of the unique ID and Node ID is deleted from a mapping table (step 136). And 
a corresponding home device directory is also deleted with the file in it, and it is index.html. The 
description line of the home device concerned in a file is also deleted (step 137), 
[0092] Next, when operating a home device from the terminal (WWW browser) on a wide area network 
(or on a home network), the procedure which a gateway unit 12 performs is explained using drawing 
11. 

[0093] In this case, a gateway unit 12 functions as a WWW server. That is, if there is an access request 
from a client (WWW browser) (step 150), the input of user-ID and a password will be urged, and if 
there are these inputs (step 151), it will judge whether it is just access. A client is made to provide with 
the information containing an Authorization header, and, specifically, this performs access restriction to 
a home network to it. 

[0094] What is necessary is to use SSL (Secure Sockets Layer) etc. and just to perform personal 
authentication, and a data encryption/decryption for reservation of more advanced security. 
[0095] Next, a gateway unit 12 sends the information on the chart of a home device to a client (step 
153). Specifically, an index.html file as shown in drawing 12 R> 2 is transmitted as first HTML data. 
An initial screen (chart of the device connected to the home network) as shown in drawing 4 (a) is then 
displayed on the display of the terminal of a client. 

[0096] As [ show / when a client clicks the display line of the lamp equipment of a screen (step 154) / 
here / client / drawing 13 on the home device directory of the lamp (electric light) ] menu.html A file is 
transmitted (step 155). Consequently, a menu screen (screen which enables actuation of a home device 
proper) like drawing 4 (b) is displayed on the display of the terminal of a client. 

[0097] Like "ON (LAMP)" directions, when the operator guidance of a home device is made, (step 156) 
and a gateway unit 12 are a home directory. An onoff cgi program ( drawing 13 ) is performed and 
specific data are written in the specific address in the IEEE1394 address space of the home device (step 
157). Based on the written-in data, the appliance control section 28 ( drawing 1 ) controls hardware 30, 
and ON/OFF of a lamp are realized. The decoder (reference number 77 of drawing 3 ) prepared in the 
appliance control section 28 decodes what kind of actuation the data written in the specific address 
mean. 

[0098] Here, the node ID of each node on an IEEE1394 serial bus (home device) is onoff.cgi, although 
the value is changing whenever bus reset takes place. A program is in the same directory. nodelD Since 
the value of the node ID of the self-equipment at the time can be acquired by referring to a file, the 
assignment of the address space of a home device made into the purpose is always possible. 
[0099] As explained above, the remote operation of a home device of a gateway unit is attained from the 
terminal on other networks by offering as a homepage the screen and actuation screen in which the 
connection situation of the device in ** (electronic equipment, information appliance) is shown. 
[0100] As mentioned above, it is as follows when the main, functions of the explained gateway unit and 
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the home device connected to a home network are summarized. 

[0101] A gateway unit performs connection management of a peripheral device. 

** that is, if a home device is connected to a home network, this is recognized, information is sucked up, 
a chart is created by the HTML description language, and it can access from the outside - make it like 
(it can see as a homepage). 

** Only when a predetermined home device is connected, add a postscript to a chart (for example, only 
when a command called CGIReady has been sent from the device at the time of connection, it adds to a 
chart.). 

** If connection of a home device is canceled, it will delete from a chart. 

** Strengthen the plug-and-play function of an IEEE1394 bus, extend the support range to automatic 
sucking of the device information on not only attachment-and-detachment detection but the node ED, 
and unique ED and others, and manage automatically the individual information on the device connected 
to a home network unitary. 

[0102] Moreover, a gateway unit performs processing to access from the outside. 
** others - if accessed from the terminal on a network to URL representing a home, the information on 
the chart created by the HTML description language which shows the connection situation of a home 
device will be distributed, 

** If menu screen information will be distributed if a client clicks a specific device, and it clicks on a 
predetermined icon, the light of the data will be carried out to a predetermined address space using a 
CGI script, and a device will be controlled according to an individual. 

[0103] A home device has the output function of device information, and the function to perform 

predetermined actuation according to the control command from a gateway unit. 

** That is, a home device has the function which outputs self command [ which shows that it is a 

predetermined device ], Node ID, unique ID, and device information (information, and actuation and 

control information of a screen which should be created to a homepage) etc. at the time of network 

connection besides the dispatch function of the bus reset signal corresponding to the plug and play of 

EEEE1394. 

** Based on the control command from a gateway unit, it has the function to perform predetermined 
actuation. 

[0104] Remote operation of a home device is attained by each above function. For example, ON/OFF of 
the lighting of the room, ON/OFF of a surveillance camera (for example, it uses for situation observation 
of a baby and a care old man), the image transcription of a TV program, etc. can be operated now to 
from by remote control freely outside a home network (or computer terminal on a home network etc.). 
[0105] In addition, although the IEEE1394 bus is used for construction of a home network in the above 
explanation, anythings are usable if it is the network (system) which has the interface function which is 
not limited to this and is supporting plug and play. 
[0106] 

[Effect of the Invention] As explained above, if electronic equipment is connected to a home network in 
this invention, a gateway unit will suck up the screen formation information and control information of 
the device automatically, and it considers as the condition in which the display by the WWW browser 
and actuation are possible. It becomes possible to operate a home network device freely through a 
WWW browser by this from the terminal on wide area networks, such as the Internet. In this case, it is 
not necessary to loiow the address of home device each, and only accesses by URL representing that 
home, and the chart of all home devices can be obtained. Moreover, since he is trying to suck up device 
information according to the attachment and detachment to the home network of each device 
corresponding to the plug-and-play function which is the features of IEEE1394 serial interface, a special 
setup corresponding to migration of the device in a home network, withdrawal, establishment, and 
extension is unnecessary. Moreover, in order for a gateway unit to carry out the centralized control of 
the information on a home device group and to function as a home server, it is not necessary to carry a 
WWW server function in each device. Moreover, by adopting the method which downloads device 
information from the server for download, even if it is after installation of a device, the control program 
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of the device can be changed if needed. 
[Translation done.] 
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